Spyware & Malware

Malware is the single largest source of problems for students (and faculty!) who bring their
machines to us for repair.

Spyware, rootkits, and trojans are waiting to infect your system. While you can never completely
protect yourself, we strongly encourage preventitive maintenance. Using these utilities regularly
will go a long way towards keeping your system clean.

Also, please check for updates to your operating system and any software you have on your
machine. Quite often, those updates plug security holes which spyware and malware can exploit in
order to infect your machine.

If you notice strange behavior, don't be afraid to ask for help. Generally, the longer you wait, the
more difficult malware is to remove.

Pay Utilities

e VIPRE Antivirus from GFI Software
e Norton from Symantec

o Malwarebytes from Malwarebytes

Free Utilities

e Microsoft Security Essentials from Microsoft - RECOMMENDED for Windows 7

e Malwarebytes from Malwarebytes (scanning and fixing is free)
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http://www.vipreantivirus.com/
http://us.norton.com/
http://www.malwarebytes.org/
http://windows.microsoft.com/MSE
http://www.malwarebytes.org/

